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CHAPTER 14

Business Continuity and Disaster 
Recovery

“Resilience is the ability of an 
organisation to absorb disruption, adapt 
under pressure, and continue delivering 

value. In the cloud era, business 
continuity is not merely an IT policy — it  

is a business guarantee.”

— Sazzad Khan

EXECUTIVE SUMMARY

Digital transformation enables organisations to innovate 
faster, optimise operations, and expand globally. 
However, modernisation also increases dependency on 
digital services. Manufacturing systems, enterprise 
applications, identity platforms, cloud infrastructure, 
and supply chains become tightly interconnected, 
meaning that a single disruption can rapidly affect the 
entire business. For Nordic Ventures Group (NVG), this 
challenge is particularly significant. Operating across 
fourteen European countries, five manufacturing 
facilities, and approximately 6,000 employees, the 
organisation currently relies on twelve geographically 
distributed legacy datacentres. Although these 
datacentres have supported the business for many 
years, they also introduce operational complexity, 
inconsistent recovery capabilities, fragmented security 
controls, and varying levels of resilience. An outage 
affecting one production facility, identity service, or core 
enterprise application such as SAP or Microsoft 
Dynamics 365 can immediately disrupt manufacturing, 
logistics, financial reporting, customer operations, and 
executive decision-making. In today’s business 
environment, downtime is measured not only in lost 
revenue but also in damaged customer confidence, 
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regulatory exposure, and reduced competitive 
advantage.

Enterprise resilience therefore extends far beyond 
maintaining backups or replacing failed servers. It 
represents the organisation’s ability to continue 
delivering business value during cyberattacks, 
infrastructure failures, regional disasters, supply-chain 
disruptions, and operational crises. Microsoft Azure 
provides organisations with a global cloud platform 
designed to improve availability, recovery capabilities, 
and operational resilience. However, technology alone 
does not create business continuity. Sustainable 
resilience is achieved through architecture, governance, 
automation, operational discipline, and continuous 
validation. This chapter demonstrates how Nordic 
Ventures Group transforms its fragmented recovery 
approach into an enterprise-wide resilience strategy 
based on Microsoft’s Well-Architected Framework, 
Cloud Adoption Framework, Zero Trust principles, 
Infrastructure as Code, Cyber Recovery, and continuous 
operational testing. Rather than simply restoring 
infrastructure after failure, NVG establishes a cloud 
operating model capable of protecting critical business 
services, minimising disruption, and maintaining 
customer trust even under extreme conditions.

Ultimately, resilience becomes a strategic business 
capability rather than an operational insurance policy.

WHY ENTERPRISE RESILIENCE MATTERS

Every executive understands that disruption is 
inevitable. The question is no longer whether an 
organisation will experience failure, but how effectively 
it can respond when failure occurs. Modern enterprises 
face an increasingly diverse range of operational 
threats, including:

● Cybersecurity incidents and ransomware attacks
● Regional infrastructure failures
● Cloud service interruptions
● Supply chain disruptions
● Human error
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● Insider threats
● Hardware failures
● Natural disasters
● Regulatory incidents
● Identity compromise

Historically, organisations focused primarily on 
recovering servers and restoring data after an outage. 
Today’s enterprise landscape demands a fundamentally 
different perspective. Business continuity is no longer 
measured by the speed at which infrastructure is rebuilt. 
It is measured by how quickly the organisation can 
resume delivering products, serving customers, 
protecting sensitive information, and maintaining 
business operations. For Nordic Ventures Group, 
resilience directly influences:

● Manufacturing continuity across five factories
● SAP business processes
● Microsoft Dynamics 365 operations
● Identity and access services
● Customer commitments
● Supply chain performance
● Regulatory compliance
● Financial stability
● Corporate reputation

Every hour of downtime represents more than lost 
productivity. It affects contractual obligations, employee 
efficiency, customer satisfaction, operational confidence, 
and long-term competitiveness. Enterprise resilience 
therefore becomes a board-level responsibility rather 
than solely an IT concern. The role of technology is to 
support that business objective through architectures 
that are resilient by design, secure by default, and 
continuously validated through operational excellence.

The Azure Trusted Advisor 233



THE AZURE TRUSTED ADVISOR | PART V — RESILIENCE, MIGRATION & MODERNISATION

PROTECTING MANUFACTURING OPERATIONS

Factory Resilience and Edge Continuity

“Cloud transformation succeeds only when the 
production floor continues operating. 

Manufacturing resilience is therefore measured 
not by server uptime, but by uninterrupted 

production.”

Manufacturing Never Stops
Unlike traditional office environments, manufacturing 
organisations operate under fundamentally different 
requirements. An employee can often tolerate temporary 
unavailability of email or collaboration tools. A 
production line cannot.

Every minute of interrupted manufacturing affects 
production schedules, customer commitments, supplier 
coordination, workforce utilisation, and ultimately 
revenue. For Nordic Ventures Group, five manufacturing 
facilities represent the operational heart of the business. 
These factories produce the products that generate 
revenue across fourteen European countries.

Consequently, the resilience strategy extends far beyond 
protecting cloud infrastructure—it protects the 
organisation’s ability to manufacture, distribute, and 
deliver products without interruption. Cloud

architecture must therefore be designed around 
business operations rather than technology components.

Understanding Manufacturing Dependencies
Every factory depends on numerous digital services 
operating together. Production does not stop because a 
single server fails. Production stops because an 
interconnected business ecosystem becomes 
unavailable.

The following simplified dependency model illustrates 
this relationship.
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Business Capability Supporting Digital Services

Production Planning
SAP ERP, Dynamics 365, 
Manufacturing Scheduling

Manufacturing Execution
MES, Industrial Applications, Factory 
Edge Systems

Inventory Management
SAP, Barcode Systems, Warehouse 
Applications

Logistics
Transportation Systems, Supplier 
Portals, ERP Integration

Quality Assurance
AI Vision Systems, Production 
Databases, Analytics

Maintenance
IoT Sensors, Predictive Maintenance 
Platform, Monitoring

Workforce Operations
Microsoft Entra ID, Microsoft 365, 
Collaboration Services

The failure of any one component may affect multiple 
business processes simultaneously. Enterprise resilience 
therefore requires understanding these dependencies 
before designing recovery strategies.

Edge Computing in Manufacturing
Modern factories increasingly process data close to the 
production equipment through edge computing 
platforms. Rather than transmitting every sensor 
reading to the cloud, local edge environments perform 
real-time analysis, equipment monitoring, machine 
control, and operational automation. For Nordic 
Ventures Group, edge computing provides several 
strategic advantages:

● Reduced latency for production systems.
● Improved operational responsiveness.
● Continued factory operation during temporary 

network interruptions.
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● Lower bandwidth consumption.
● Faster processing of AI-driven quality inspections.

However, edge computing also introduces new 
resilience challenges. Each factory becomes a 
distributed computing environment requiring consistent 
security, governance, monitoring, and recovery 
capabilities.

Designing for Edge Resilience
A resilient manufacturing platform assumes that 
network interruptions will occur. Instead of relying 
exclusively on continuous cloud connectivity, factory 
systems should be capable of operating safely during 
temporary isolation. The resilience strategy for Nordic 
Ventures Group therefore includes:

● Local processing for time-critical manufacturing 
workloads.

● Redundant connectivity using multiple 
communication paths where practical.

● Automated synchronisation when connectivity is 
restored.

● Local identity caching where supported by 
business and security requirements.

● Buffered operational data awaiting cloud 
synchronisation.

● Central monitoring of factory health and 
operational status.

This design minimises production disruption while 
maintaining centralised governance across all 
manufacturing locations.

Network Segmentation and Blast Radius Reduction
Manufacturing environments represent attractive 
targets for cybercriminals. A successful attack against 
one production facility should never compromise every 
factory across the enterprise. For this reason, Nordic 
Ventures Group adopts a segmented architecture.

Each manufacturing environment operates within 
clearly defined security boundaries. Segmentation 
extends across multiple architectural layers:

● Azure subscriptions
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● Virtual Networks
● Hub-and-Spoke connectivity
● Identity boundaries
● Administrative privileges
● Firewall policies
● Private Endpoints
● Backup environments
● Recovery infrastructure

If one production environment becomes compromised, 
containment mechanisms significantly reduce the 
likelihood of lateral movement into other factories or 
business services. Reducing the blast radius is one of 
the most effective resilience strategies available to 
modern enterprises.

AI-Driven Manufacturing Resilience
Artificial Intelligence plays an increasingly important 
role in operational resilience. For Nordic Ventures 
Group, AI is not introduced simply to improve efficiency. 
It strengthens the organisation’s ability to anticipate 
disruption before it affects production.

Examples include:

● Predictive maintenance based on sensor 
telemetry.

● AI-assisted anomaly detection for production 
equipment.

● Computer vision for automated quality inspection.
● Demand forecasting integrated with supply-chain 

planning.
● Intelligent workload prioritisation during 

operational disruptions.
● Automated alert correlation across manufacturing 

systems.
By identifying patterns that humans might overlook, AI 
enables earlier intervention and reduces the probability 
of unplanned downtime. Resilience therefore becomes 
proactive rather than reactive.
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Business Continuity During Connectivity Loss
One of the most overlooked resilience scenarios involves 
temporary loss of connectivity between factories and the 
cloud. Rather than assuming continuous availability, 
Nordic Ventures Group designs manufacturing systems 
to degrade gracefully. Typical operational scenarios 
include:

Connectivity Loss Scenario
What Happens When Connectivity 
Returns

Temporary WAN outage
Local production continues using 
cached operational data

Azure service disruption
Critical edge applications continue 
operating independently until 
synchronisation resumes

Supplier connectivity failure
Orders are queued and synchronised 
automatically when connectivity 
returns.

Identity service interruption

Previously authenticated operational 
users continue working within 
defined security boundaries where 
supported

Cloud analytics unavailable
Local monitoring remains operational 
while advanced analytics resume after 
restoration

This approach prevents isolated connectivity issues from 
becoming full-scale production outages.

Business Value
Manufacturing resilience delivers measurable value far 
beyond technology. For Nordic Ventures Group, resilient 
factory operations provide:

● Reduced production interruptions.
● Improved employee safety through predictable 

operational procedures.
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● Greater confidence in digital manufacturing 
initiatives.

● Better protection of customer delivery 
commitments.

● Lower financial exposure during operational 
disruptions.

● Increased return on investment from cloud 
modernisation.

● Stronger executive confidence in enterprise 
transformation.

Resilience therefore protects not only IT services, but 
the organisation’s ability to compete in demanding 
international markets.

Trusted Advisor Perspective
Many organisations believe digital transformation is 
complete once applications have migrated to the cloud. 
A Trusted Advisor understands something different. 
Transformation is complete only when the business can 
continue operating — even when the unexpected 
happens.

For manufacturing enterprises, success is measured by 
products leaving the factory, customers receiving 
deliveries on time, and employees working safely despite 
technical disruptions. Technology enables this outcome. 
Resilience guarantees it.

SECURE RECOVERY

Immutable Backups, Isolated Recovery and Clean-Room Restoration

“A backup is valuable only if it remains 
trustworthy when everything else has been 

compromised.”

Why Traditional Backup Is No Longer Enough
For many years, enterprise backup strategies focused on 
one primary objective: restoring data after accidental 
deletion, hardware failure, or natural disasters. Today’s 
threat landscape has fundamentally changed this 
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assumption. Modern ransomware campaigns rarely stop 
after encrypting production systems. Attackers 
increasingly target identity platforms, management 
servers, administrative accounts, and backup 
infrastructure before launching the final attack.

Their objective is clear: Prevent the organisation from 
recovering. As a result, organisations can no longer 
assume that every backup remains intact or trustworthy.

Recovery planning must therefore address a broader 
question: Can we restore the business into a trusted 
state after a deliberate and sophisticated cyberattack? 
For Nordic Ventures Group, the answer

lies in combining immutable data protection, isolated 
recovery environments, Zero Trust principles, and 
validated recovery procedures into a unified recovery 
strategy.

The Modern Recovery Lifecycle
Recovery should never begin with restoring virtual 
machines. It begins with understanding whether the 
environment can still be trusted. A mature recovery 
lifecycle consists of five sequential phases.

Phase Primary Objective

Protect
Preserve trusted recovery points 
before incidents occur

Detect
Identify compromise as early as 
possible

Contain
Prevent attackers from expanding 
their access

Recover
Restore verified systems into a 
trusted environment

Improve
Capture lessons learned and 
strengthen future resilience
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Each phase builds upon the previous one. Skipping any 
step increases operational risk and reduces confidence 
in the recovered environment.

Immutable Backups

Protecting Recovery Data Against Tampering
Traditional backups often rely on administrative controls 
to prevent accidental deletion. Modern ransomware 
attacks assume that privileged credentials will 
eventually be compromised. For this reason, Nordic 
Ventures Group adopts backup strategies that support 
immutable storage characteristics for business-critical 
recovery data.

Immutable backups help ensure that designated 
recovery points cannot be altered or deleted during the 
defined retention period, even if privileged accounts are 
compromised. The objective is straightforward: 
Guarantee that at least one trusted recovery point 
remains available.

This capability significantly improves organisational 
resilience by reducing the likelihood that attackers can 
destroy both production systems and their recovery 
data.

Isolated Recovery Environment

Separating Recovery from Production
Recovering directly into the compromised production 
environment introduces unnecessary risk. Instead, 
Nordic Ventures Group establishes an Isolated Recovery 
Environment (IRE) designed specifically for secure 
restoration activities. The environment is logically 
separated from production and governed through 
dedicated operational controls.

Typical characteristics include:

● Independent administrative identities.
● Restricted network connectivity.
● Dedicated management workstations.
● Separate recovery credentials.
● Independent monitoring and logging.
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● Controlled administrative access.
● Limited external connectivity until validation is 

complete.
By isolating recovery activities, the organisation reduces 
the possibility of reintroducing compromised 
configurations or attacker persistence mechanisms.

Clean-Room Restoration

Verifying Before Returning to Production
Recovering data is only part of the recovery process. 
Equally important is verifying that restored systems are 
safe to operate. For this reason, recovered workloads 
first enter a controlled validation environment, 
commonly referred to as a clean room.

Within this environment, recovery teams perform 
structured validation activities, including:

● Infrastructure integrity verification.
● Operating system health checks.
● Malware and threat scanning.
● Identity validation.
● Application functionality testing.
● Database consistency checks.
● Network configuration verification.
● Security configuration review.

Only after successful validation are workloads approved 
for production deployment. This approach minimises the 
risk of restoring hidden malware or compromised 
configurations.

Zero Trust Recovery
Zero Trust does not end when an incident begins. In 
fact, recovery operations should follow the same 
principles that protect day-to-day production 
environments. For Nordic Ventures Group, recovery 
activities are guided by the following principles:

● Verify every administrator before granting 
recovery access.

● Grant only the minimum privileges required for 
each task.
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● Continuously monitor administrative activity.
● Protect privileged credentials using dedicated 

identity controls.
● Require multi-factor authentication for all 

recovery operations.
● Maintain detailed audit trails throughout the 

recovery process.
Applying Zero Trust during recovery ensures that 
emergency operations do not bypass essential security 
controls.

Recovery Automation Through Infrastructure as Code
Manual recovery procedures often introduce delays, 
inconsistency, and human error. To improve reliability, 
Nordic Ventures Group automates platform 
reconstruction wherever practical. Infrastructure 
definitions are maintained as code and version-
controlled alongside operational documentation.

During recovery, automated deployment processes can 
recreate foundational services such as:

● Virtual networks.
● Network security controls.
● Management groups and subscriptions.
● Azure Policies.
● Monitoring configurations.
● Identity integrations.
● Platform services.

Automation provides three key advantages:

● Consistency across recovery events.
● Faster restoration of core infrastructure.
● Reduced dependence on undocumented manual 

procedures.
Recovery becomes repeatable rather than improvised.

Recovery Governance
Technical recovery alone does not guarantee 
organisational resilience. Executive governance plays a 
critical role in ensuring that recovery capabilities 
remain effective over time. Nordic Ventures Group 
establishes governance practices that include:

The Azure Trusted Advisor 243



THE AZURE TRUSTED ADVISOR | PART V — RESILIENCE, MIGRATION & MODERNISATION

Governance Activity Business Outcome

Scheduled recovery exercises Increased organisational confidence

Executive crisis simulations
Improved decision-making under 
pressure

Backup integrity reviews Trusted recovery data

Recovery documentation updates Consistent operational procedures

Post-incident reviews Continuous improvement

Recovery KPI reporting
Executive visibility into resilience 
readiness

These practices ensure that recovery remains an active 
business capability rather than a static technical 
document.

Business Value
Secure recovery provides benefits that extend beyond 
technology. For Nordic Ventures Group, it enables the 
organisation to:

● Restore critical business operations with greater 
confidence.

● Reduce the likelihood of recurring compromise.
● Protect manufacturing and supply-chain 

continuity.
● Strengthen executive trust in the organisation’s 

resilience strategy.
● Demonstrate structured recovery capabilities 

during customer, regulatory, and audit reviews.
● Minimise financial losses associated with 

prolonged operational disruption.
Recovery is therefore not measured by how quickly 
servers return online. It is measured by how quickly the 
business can resume operating safely and reliably.
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Trusted Advisor Perspective
Many organisations invest heavily in backup technology 
but spend far less time validating whether recovery can 
actually be trusted. A Trusted Advisor asks different 
questions:

● Are our recovery points protected from 
tampering?

● Can we rebuild our platform consistently?
● Have we verified that recovered identities are 

trustworthy?
● Can we demonstrate the recovery process 

through regular exercises?
● Are our recovery objectives aligned with business 

priorities?
These questions shift the conversation from backup 
management to enterprise resilience. In today’s threat 
landscape, successful recovery depends not only on 
having copies of data, but on having confidence in every 
step of the recovery process.

ARCHITECTURE DECISION RECORD

ADR-014: Establish a Trusted Recovery Capability

Context
As ransomware and destructive cyberattacks become 
more sophisticated, traditional backup strategies alone 
are insufficient to ensure business continuity. Nordic 
Ventures Group requires a recovery model that protects 
the integrity of recovery data and enables secure 
restoration of critical business services.

Decision
Adopt a trusted recovery strategy based on immutable 
backup protection, an isolated recovery environment, 
clean-room validation, Zero Trust recovery principles, 
and Infrastructure as Code for automated platform 
reconstruction.
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Positive Consequences
● Increased confidence in recovery following cyber 

incidents.
● Reduced risk of restoring compromised systems.
● More consistent and repeatable recovery 

procedures.
● Stronger alignment between cybersecurity and 

business continuity.
● Improved operational readiness through 

structured governance and testing.

Trade-offs
● Additional investment in recovery infrastructure 

and operational processes.
● Greater complexity in governance and identity 

management.
● Ongoing commitment to testing, documentation, 

and staff training.

TESTING, EXERCISING AND CONTINUOUS IMPROVEMENT

Turning Recovery Plans into Proven Business Capability

“A recovery plan that has never been tested is  
not a capability. It is an assumption.”

Resilience Must Be Demonstrated
Organisations often invest significant time in 
architecture diagrams, backup strategies, recovery 
procedures, and business continuity plans. Yet during a 
real crisis, many discover that their documentation is 
incomplete, their dependencies are poorly understood, 
or their recovery sequence does not work as expected. A 
successful backup does not prove that an application can 
be restored.

A configured replication service does not prove that the 
business can operate from a secondary environment. A 
written continuity plan does not prove that executives 
can make effective decisions under pressure. Resilience 
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becomes credible only when it is exercised, measured, 
and improved.

For Nordic Ventures Group, testing is therefore treated 
as a permanent element of the cloud operating model 
rather than an occasional technical activity. The 
objective is not merely to confirm that individual 
technologies function correctly. It is to demonstrate that 
critical business services can be restored securely, 
within agreed recovery objectives, and with clear 
operational ownership.

From Technical Testing to Enterprise Exercising
Recovery validation should include multiple layers of 
testing. Each layer addresses a different form of risk.

Exercise Type Primary Purpose Typical Participants

Component Test
Validate an individual 
backup, service, or 
recovery mechanism

Platform and 
application teams

Application Recovery 
Test

Confirm that an 
application and its data 
can be restored

Application owners, 
infrastructure teams, 
database teams

Service Recovery Test
Validate an end-to-end 
business service and its 
dependencies

Business service 
owners, IT operations, 
security teams

Failover Exercise
Demonstrate operation 
from an alternative 
environment

Cloud platform, 
networking, identity, 
operations

Cyber Recovery Exercise
Restore trusted services 
after simulated 
compromise

Security operations, 
incident response, 
recovery teams

Tabletop Exercise
Evaluate decisions, 
communication, and 
escalation

Executives, legal, 
communications, 
business leaders
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Exercise Type Primary Purpose Typical Participants

Full Business Continuity 
Exercise

Test technology, 
people, facilities, and 
business processes 
together

Cross-functional 
enterprise teams

This layered approach prevents organisations from 
confusing successful infrastructure testing with proven 
business continuity.

Component-Level Validation
Component testing represents the foundation of 
recovery readiness. These tests confirm that individual 
protection mechanisms remain operational and correctly 
configured. Typical examples include:

● Restoring a virtual machine from backup.
● Recovering a database to a selected recovery 

point.
● Validating storage replication.
● Confirming that immutable backup settings 

remain enforced.
● Testing DNS and network configuration 

deployment.
● Rebuilding an Azure environment from 

Infrastructure as Code.
● Verifying access to emergency administrative 

accounts.
Component tests should be automated wherever 
possible and executed frequently. However, they 
represent only the first level of assurance. A database 
may restore successfully while the application still fails 
because certificates have expired, integrations are 
unavailable, or identity dependencies have not been 
recovered.

Testing must therefore progress beyond individual 
resources.

Application and Service Recovery Testing
Application recovery tests validate whether a complete 
workload can be restored and used as intended. For 
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Nordic Ventures Group, this means verifying more than 
infrastructure availability. A successful application 
recovery test confirms that:

● The application starts correctly.
● The required data is available and consistent.
● Users can authenticate.
● Network routes and name resolution function as 

expected.
● Certificates and secrets remain valid.
● Integrations with upstream and downstream 

services are operational.
● Monitoring, logging, and alerting have been 

restored.
● Business owners can complete essential 

transactions.
Service-level testing extends this validation across 
multiple interconnected systems. For example, restoring 
SAP may also require identity services, databases, 
middleware, integration platforms, network 
connectivity, supplier interfaces, and operational 
reporting. The true unit of resilience is therefore not the 
application.

It is the business service.

Dependency Mapping
Many recovery failures occur because hidden 
dependencies are discovered too late. Applications may 
depend on services that are not documented, including:

● DNS zones.
● Certificate authorities.
● Shared databases.
● Integration runtimes.
● Service accounts.
● Key management systems.
● Network appliances.
● Third-party APIs.
● File transfers.
● Legacy authentication platforms.
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Nordic Ventures Group maintains dependency maps for 
critical services and validates them during every 
significant recovery exercise. The dependency map 
identifies:

Dependency Area Example

Identity
Microsoft Entra ID, Active Directory, 
service principals

Network
DNS, routing, firewalls, private 
connectivity

Data
Databases, storage accounts, backup 
repositories

Security Certificates, secrets, encryption keys

Integration APIs, middleware, message queues

Operations
Monitoring, logging, service 
management

External Services
Suppliers, logistics providers, 
payment platforms

These maps support recovery sequencing and reduce 
the risk of restoring systems in the wrong order.

Recovery Sequencing
Critical systems should not be restored independently or 
randomly. Recovery must follow a controlled sequence 
based on technical and business dependencies. For 
Nordic Ventures Group, a typical sequence may include:

● Establish incident command and recovery 
governance.

● Validate trusted identities and emergency access.
● Restore core network services and secure 

connectivity.
● Rebuild management, security, and monitoring 

capabilities.
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● Recover shared platform services.
● Restore critical data platforms.
● Recover priority business applications.
● Reconnect integrations in a controlled manner.
● Validate business transactions.
● Return services to normal operations.

This sequence may vary by incident type, but the 
underlying principle remains consistent: Foundational 
services must be trusted before dependent workloads 
are restored.

Non-Disruptive Recovery Testing
Organisations are often reluctant to test disaster 
recovery because they fear interrupting production. This 
creates a dangerous cycle: the most critical systems 
become the least frequently tested. Where technology 
and architecture permit, Nordic Ventures Group uses 
isolated and non-disruptive testing methods.

Examples include:

● Test failovers into isolated networks.
● Restoring backup copies into temporary validation 

environments.
● Rebuilding infrastructure in separate 

subscriptions.
● Testing application functionality with restricted 

data access.
● Using synthetic transactions to validate critical 

workflows.
● Executing recovery automation without 

redirecting production traffic.
These methods enable regular validation without 
introducing unnecessary operational risk. However, non-
disruptive tests must not completely replace controlled 
live exercises. At appropriate intervals, selected services 
should undergo realistic failover and failback testing to 
demonstrate end-to-end operational readiness.

Failover and Failback
Failover receives significant attention in disaster 
recovery planning. Failback often receives far less. Yet 
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returning services to the primary environment may be 
as complex and risky as activating the recovery 
environment.

A complete exercise therefore validates both directions. 
Failover validation includes:

● Initiating the recovery process.
● Activating the secondary environment.
● Reconfiguring network routes and DNS.
● Verifying application and data consistency.
● Confirming user access.
● Measuring actual recovery time and data loss.
● Obtaining business approval for service 

restoration.
Failback validation includes:

● Re-establishing the primary environment.
● Synchronising data safely.
● Confirming application consistency.
● Redirecting users and integrations.
● Monitoring for performance or security issues.
● Decommissioning temporary recovery resources.
● Updating documentation and lessons learned.

Without failback planning, an organisation may 
successfully recover from one incident only to create a 
second disruption when returning to normal operations.

Cyber Recovery Exercises
Cyber recovery exercises differ from traditional disaster 
recovery tests. Traditional DR assumes that systems 
failed because of infrastructure disruption. Cyber 
recovery assumes that systems, identities, 
configurations, and backup data may have been 
deliberately compromised.

Nordic Ventures Group therefore includes adversarial 
assumptions in its recovery exercises. Typical scenarios 
include:

● Ransomware affecting production and backup 
administration.

● Compromised privileged identities.
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● Malicious modification of Infrastructure as Code 
repositories.

● Theft or destruction of certificates and secrets.
● Persistence mechanisms embedded in restored 

systems.
● Unauthorised deletion attempts against recovery 

data.
● Compromise of monitoring or incident-response 

tools.
During these exercises, recovery teams must 
demonstrate that they can:

● Establish a trusted command structure.
● Activate clean administrative identities.
● Select a verified recovery point.
● Rebuild infrastructure from trusted sources.
● Restore workloads into an isolated environment.
● Validate integrity before reconnecting services.
● Maintain forensic evidence where required.
● Coordinate with legal, regulatory, and 

communications teams.
The exercise is considered successful only when the 
organisation restores trusted business operations—not 
simply when servers are running.

Tabletop Exercises
Not every resilience exercise requires technical failover. 
Tabletop exercises allow business and technology 
leaders to rehearse decision-making in a controlled 
environment. Participants are presented with an 
evolving scenario and must respond as if the incident 
were real.

A typical scenario might begin with a factory reporting 
unavailable systems. Additional information may then be 
introduced:

● Multiple countries are affected.
● Administrative credentials appear compromised.
● A ransomware demand has been received.
● Customer deliveries are at risk.
● Journalists are requesting information.
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● Regulators may need to be notified.
● Backup integrity is uncertain.

The purpose is not to test whether participants know 
every technical detail. The purpose is to determine 
whether the organisation can make coordinated 
decisions under uncertainty.

Executive Decision-Making Under Pressure
During a major disruption, leadership must make 
decisions with incomplete information. Examples 
include:

● Should production be stopped?
● Should a regional failover be initiated?
● When should customers be informed?
● Is regulatory notification required?
● Who has authority to activate the recovery 

environment?
● Which business services receive priority?
● What level of residual risk is acceptable?
● When is the restored environment considered 

trustworthy?
These decisions should not be improvised during a 
crisis. Nordic Ventures Group therefore defines decision 
rights, escalation paths, and crisis roles before incidents 
occur. A clear operating model prevents technical 
teams, executives, legal functions, and communications 
teams from working in isolation.

Recovery Roles and Responsibilities
Effective recovery requires clear ownership.

Role Primary Responsibility

Executive Sponsor
Authorises major business continuity 
decisions

Incident Commander Coordinates the overall response

Business Service Owner
Defines operational priorities and 
accepts service restoration
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Role Primary Responsibility

Cloud Platform Team
Rebuilds and validates the Azure 
platform

Security Operations
Investigates compromise and 
validates trust

Application Team Restores application functionality

Network Team
Re-establishes connectivity and traffic 
flow

Data Team Restores and validates business data

Legal and Compliance
Advises on regulatory and contractual 
obligations

Communications Team
Coordinates internal and external 
messaging

Service Management
Tracks incidents, changes, decisions, 
and recovery progress

Every critical service should have named owners and 
alternates. Role clarity becomes particularly important 
when incidents occur outside normal business hours or 
affect multiple countries simultaneously.

Measuring Recovery Performance
Testing should produce evidence. Without measurable 
results, leadership cannot determine whether resilience 
investments are effective. Nordic Ventures Group uses 
recovery metrics to compare planned objectives with 
actual outcomes.

Metric Purpose

Actual Recovery Time
Measures how long service 
restoration required

The Azure Trusted Advisor 255



THE AZURE TRUSTED ADVISOR | PART V — RESILIENCE, MIGRATION & MODERNISATION

Metric Purpose

Actual Recovery Point Measures the amount of data lost

Recovery Success Rate Tracks successful recovery tests

Backup Restore Success Rate
Measures whether protected data 
can be restored

Time to Detect
Measures how quickly disruption was 
identified

Time to Contain
Measures how quickly impact was 
limited

Time to Establish Trust
Measures how long it took to validate 
a secure recovery environment

Dependency Failure Count
Identifies undocumented or 
unavailable dependencies

Manual Intervention Count
Highlights opportunities for 
automation

Corrective Action Closure Rate
Tracks whether identified weaknesses 
are resolved

The most important comparison is between target and 
actual performance. A service with a two-hour RTO that 
consistently requires five hours to restore does not have 
a two-hour recovery capability. It has an unfulfilled 
business objective.

Evidence-Based Resilience
Executive confidence should be based on evidence 
rather than statements of intent. A resilience evidence 
package may include:

● Test plans.
● Exercise results.
● Recovery timestamps.
● Screenshots and system logs.
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● Business validation records.
● Incident and change records.
● Identified weaknesses.
● Corrective actions.
● Risk acceptance decisions.
● Executive approvals.

This evidence supports internal assurance, customer due 
diligence, audit activities, and regulatory reviews. It also 
enables leadership to understand where further 
investment is required. Azure services and operational 
controls can support the organisation’s ability to 
demonstrate resilience, but regulatory compliance still 
depends on governance, implementation, 
documentation, and ongoing organisational 
accountability.

Continuous Improvement
Every test should produce lessons. A recovery exercise 
that identifies no weaknesses may not have been 
sufficiently realistic. Nordic Ventures Group applies a 
structured improvement cycle.

● Observe
Capture technical, operational, and organisational 
performance during the exercise.

● Assess
Compare actual results against RTO, RPO, security 
requirements, and business expectations.

● Prioritise
Classify findings according to business risk and urgency.

● Improve
Update architecture, automation, documentation, 
training, or governance.

● Revalidate
Repeat the relevant test to confirm that the corrective 
action was effective. This creates a closed feedback loop 
between architecture and operations. Resilience is not a 
fixed state.

It is a capability that matures through repeated 
validation and learning.
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Common Testing Failures
Organisations frequently make predictable mistakes 
when validating recovery. Testing Only Infrastructure 
Virtual machines may start successfully while the 
business process remains unavailable.

Excluding Business Owners Technical teams may 
declare success even though users cannot complete 
critical transactions. Using Unrealistic Scenarios

Exercises may avoid identity compromise, backup 
failure, or third-party dependencies because these 
scenarios are difficult. Ignoring Failback The 
organisation proves that it can leave production but not 
that it can safely return.

Failing to Close Findings Weaknesses are documented 
but remain unresolved until the next exercise. Testing 
Too Infrequently

Architecture, staff, applications, and dependencies 
change faster than the test schedule. Treating Exercises 
as Audits Teams hide weaknesses instead of using 
exercises as opportunities to improve.

A mature organisation does not test to prove that 
nothing is wrong. It tests to discover what must improve 
before a real incident occurs.

Exercise Cadence
Not all tests require the same frequency. Nordic 
Ventures Group applies a risk-based schedule.

Exercise Illustrative Cadence

Automated backup validation Daily or weekly

Component restore test Monthly

Application recovery test Quarterly

Critical service recovery test Semi-annually

Cyber recovery exercise At least annually
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Exercise Illustrative Cadence

Executive tabletop exercise At least annually

Full business continuity exercise
Based on business risk and major 
organisational change

Recovery retest after material change As required

These frequencies are illustrative rather than universal 
requirements. The appropriate cadence depends on 
workload criticality, regulatory obligations, rate of 
change, previous findings, and the organisation’s risk 
appetite.

Testing After Change
Recovery capability can degrade even when no incident 
has occurred. Changes that may invalidate recovery 
plans include:

● Application upgrades.
● Network redesigns.
● Identity changes.
● New security controls.
● Regional expansion.
● Business acquisitions.
● Vendor changes.
● Database migrations.
● Updated integration patterns.
● Changes to backup or retention policies.

For this reason, resilience testing should be integrated 
with change management. Material architectural 
changes should trigger a review of recovery procedures, 
dependencies, RTO, and RPO assumptions, and test 
requirements. A recovery plan that matched last year’s 
architecture may not protect today’s business.

Business Value
Regular testing enables Nordic Ventures Group to:

● Demonstrate that critical services can be 
recovered.
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● Identify hidden dependencies before an incident.
● Improve coordination between business and 

technology teams.
● Validate whether RTO and RPO targets are 

achievable.
● Reduce manual work through automation.
● Strengthen executive decision-making.
● Improve cyber recovery readiness.
● Produce evidence for governance and assurance.
● Increase confidence among customers, partners, 

and employees.
The greatest value is not the successful exercise itself. It 
is the reduction of uncertainty.

Trusted Advisor Perspective
A Trusted Advisor does not ask whether a recovery plan 
exists. The more important questions are:

● When was it last tested?
● What failed?
● Were business owners involved?
● Did the organisation meet its RTO and RPO?
● Were compromised identities included in the 

scenario?
● Can the business operate from the recovery 

environment?
● Were lessons converted into funded 

improvements?
These questions reveal the true maturity of the 
resilience capability. Documentation may describe 
intent. Testing reveals reality.

Resilience Maturity Model
Nordic Ventures Group uses a simple maturity model to 
guide continuous improvement.

Maturity Level Characteristics

Level 1 - Documented
Recovery plans exist but are rarely 
validated
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Maturity Level Characteristics

Level 2 - Tested
Individual technologies and 
applications are tested

Level 3 - Integrated
End-to-end business services and 
dependencies are exercised

Level 4 - Automated
Recovery is increasingly orchestrated 
and measurable

Level 5 - Adaptive
Resilience continuously improves 
through testing, telemetry, and 
lessons learned

The objective is not to reach the highest level 
immediately. The objective is to create a measurable 
path from assumptions to proven capability.

NORDIC VENTURES GROUP LESSON

During its first enterprise recovery exercise, Nordic 
Ventures Group successfully restored several technical 
components within the agreed timeframe. However, the 
business service could not be declared operational. A 
certificate dependency had not been documented, a 
supplier integration required manual approval, and the 
service desk lacked an updated communication 
procedure.

The infrastructure had recovered. The business had not. 
This experience changed how NVG measured resilience.

Future exercises were designed around end-to-end 
business outcomes rather than individual platform 
components. Business owners participated in validation, 
dependencies were maintained as part of service 
documentation, and corrective actions were tracked 
through formal governance. The lesson was clear: A 
recovery exercise succeeds only when the business can 
operate.
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KEY TAKEAWAYS

● Recovery plans must be tested, not merely 
documented.

● Technical restoration is different from business 
service recovery.

● Dependency mapping is essential for correct 
recovery sequencing.

● Failover and failback must both be validated.
● Cyber recovery exercises must assume that 

identities and systems may be compromised.
● Business owners and executives must participate 

in resilience exercises.
● Actual recovery performance must be compared 

with agreed RTO and RPO targets.
● Every exercise should produce corrective actions 

and measurable improvement.
● Resilience testing should be integrated with 

architecture and change management.
● Proven recovery capability reduces uncertainty 

and strengthens executive confidence.

REFLECTION QUESTIONS

● When was your organisation’s most critical 
business service last recovered end to end?

● Do recovery exercises validate business 
transactions or only infrastructure availability?

● Are identity compromise and backup tampering 
included in cyber recovery scenarios?

● Can your organisation demonstrate actual 
recovery times rather than documented targets?

● Who has the authority to declare a recovered 
environment trustworthy?

● Are recovery findings converted into funded and 
tracked improvements?

● Does every critical workload have a tested 
failback procedure?

● How quickly would a major architectural change 
be reflected in the recovery plan?

The Azure Trusted Advisor 262



THE AZURE TRUSTED ADVISOR | PART V — RESILIENCE, MIGRATION & MODERNISATION

THE ECONOMICS OF RESILIENCE

Balancing Business Risk, Recovery Objectives and Investment

“The cost of resilience is visible in the budget.  
The cost of disruption is often discovered only 

after the business has stopped.”

Resilience Is an Economic Decision
Enterprise resilience is frequently discussed as a 
technical requirement. In reality, it is also a financial 
decision. Every improvement in availability, recovery 
speed, replication, automation, backup retention, 
geographic redundancy, and operational readiness 
requires investment. At the same time, insufficient 
resilience exposes the organisation to downtime, lost 
revenue, regulatory consequences, customer 
dissatisfaction, recovery expenses, and reputational 
damage.

The executive challenge is therefore not to eliminate all 
risk. That objective would be economically unrealistic. 
The challenge is to determine which risks must be 
reduced, which risks can be transferred, and which risks 
the organisation is prepared to accept.

For Nordic Ventures Group, the economics of resilience 
begins with a simple principle: Investment should be 
proportional to business impact. A manufacturing 
control platform that supports continuous factory 
operations cannot be evaluated using the same financial 
model as a temporary development environment.

Both require protection, but not at the same level.

The Cost of Downtime
Downtime affects more than technology operations. 
When a critical service becomes unavailable, financial 
impact accumulates across multiple parts of the 
organisation. For Nordic Ventures Group, potential 
consequences include:

● Lost production capacity.
● Delayed customer deliveries.
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● Overtime and emergency staffing costs.
● Penalties for missed contractual commitments.
● Disruption to logistics and supplier operations.
● Lost sales and customer-service capacity.
● External consulting and forensic investigation 

costs.
● Regulatory and legal expenses.
● Reputational damage.
● Reduced employee productivity.
● Increased insurance premiums.
● Long-term customer attrition.

Some of these costs are immediately measurable. Others 
develop over weeks or months. A production line that 
stops for four hours may create direct losses on the 
same day. However, the larger financial impact may 
arise later through delayed shipments, customer claims, 
expedited transport, damaged supplier relationships, 
and lost future business.

This is why downtime calculations must extend beyond 
the IT department.

Estimating Business Impact
A practical resilience investment model begins by 
estimating the financial impact of disruption. The 
calculation does not need to be mathematically perfect 
to be useful. It must be sufficiently credible to support 
executive decisions.

A simplified downtime impact model may include:

Impact Category Example Measurement

Lost Revenue
Revenue that cannot be generated 
during the outage

Lost Production
Units not produced multiplied by 
contribution margin

Productivity Loss
Number of affected employees 
multiplied by downtime cost
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Impact Category Example Measurement

Recovery Cost
Technical, consulting, legal, and 
operational response expenses

Contractual Exposure
Service credits, penalties, and 
compensation

Customer Impact
Delayed orders, cancellations, and 
lost future business

Regulatory Exposure
Investigation, notification, 
remediation, and potential penalties

Reputational Impact
Increased churn, reduced trust, and 
commercial disadvantage

These categories enable NVG to move from general 
statements such as “this system is critical” toward a 
more evidence-based discussion.

Illustrative Downtime Analysis
Consider a simplified example involving one of Nordic 
Ventures Group’s manufacturing facilities. Assume that 
a production interruption creates the following 
estimated hourly impact:

Cost Area Estimated Hourly Impact

Lost production contribution €70,000

Workforce disruption €12,000

Logistics and rescheduling €8,000

Customer and contractual exposure €10,000

Incident response and recovery €5,000

Estimated total per hour €105,000
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Under this model, an eight-hour disruption could create 
an estimated direct impact of €840,000 before 
considering long-term reputational or customer effects. 
This does not automatically justify unlimited investment. 
It does, however, provide context.

If an architecture improvement costing €300,000 
significantly reduces the probability or duration of such 
an outage, the investment may be economically justified. 
The purpose of the model is not to create artificial 
precision. It is to improve the quality of the decision.

Expected Loss and Risk Exposure
A useful way to evaluate resilience investments is to 
combine the potential impact of an event with its 
likelihood. The simplified concept is: Expected Annual 
Loss = Probability of Disruption × Financial Impact

For example, if a serious outage is estimated to have:

● A 20 percent annual probability.
● A total business impact of €1.5 million.

The expected annual loss would be approximately 
€300,000. This figure can be compared with the 
annualised cost of proposed resilience controls. 
However, expected-loss calculations should be treated 
carefully.

Low-probability events can still create catastrophic 
consequences. A purely average-based financial model 
may underestimate incidents that threaten safety, 
regulatory standing, liquidity, or long-term business 
viability. For this reason, economic analysis must be 
combined with executive risk appetite and strategic 
judgment.

Recovery Objectives Have a Price
Aggressive RTO and RPO targets increase cost. 
Reducing an RTO from 24 hours to four hours may 
require improved automation, additional recovery 
capacity, better testing, and clearer operational 
procedures. Reducing it from four hours to fifteen 
minutes may require active-active architecture, near-
continuous replication, additional licensing, increased 
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network capacity, automated traffic management, and 
continuous engineering support.

The same principle applies to RPO. A twelve-hour RPO 
may be supported through periodic backup. A fifteen-
minute RPO may require frequent replication or 
workload-native transaction protection.

A near-zero RPO may require synchronous or near-
synchronous data replication, which can introduce 
higher cost, architectural complexity, and performance 
considerations. The relationship is rarely linear. The 
final percentage of improvement often requires the 
greatest investment.

The Resilience Cost Curve
The economics of resilience can be understood through 
three broad investment zones. Minimum Protection At 
this level, the organisation has basic backup, limited 
redundancy, and largely manual recovery.

Costs are low, but business exposure is high. This 
approach may be acceptable for low-priority or 
replaceable workloads. Proportional Resilience

At this level, recovery capabilities are aligned with 
business criticality. The organisation uses tiered 
protection, automation, regular testing, and workload-
specific architecture. This is typically where the 
strongest balance between cost and risk is achieved.

Extreme Availability At this level, the organisation 
pursues near-continuous service and minimal data loss. 
Architectures may use active-active deployment, 
multiple regions, continuous replication, advanced 
automation, and dedicated operational teams.

This level is appropriate only when business impact 
justifies the investment. A Trusted Advisor helps 
leadership understand where each workload belongs on 
this curve.

Tiered Investment Model
Nordic Ventures Group applies a tiered resilience 
investment model.
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Tier Business Profile
Typical 
Protection Level

Relative Cost

Tier 0
Safety-critical 
and identity 
recovery services

Highest isolation, 
rapid recovery, 
extensive testing

Very High

Tier 1

Manufacturing, 
SAP, critical 
supply-chain 
services

High availability, 
regional 
recovery, 
immutable 
protection

High

Tier 2
Customer and 
operational 
business services

Standardised 
recovery with 
defined RTO and 
RPO

Moderate

Tier 3

Analytics, 
reporting, and 
internal 
productivity 
services

Backup and 
scheduled 
recovery

Controlled

Tier 4

Development, 
test, and 
temporary 
workloads

Redeployment 
through 
Infrastructure as 
Code

Low

This model prevents the organisation from 
overengineering every workload. It also prevents 
underinvestment in services whose failure would create 
disproportionate business impact.

Avoiding the Cost of Overengineering
Overengineering is a genuine enterprise risk. When 
every system is classified as critical, priorities become 
meaningless. The organisation may deploy expensive 
redundancy for workloads that could be recreated 
quickly, while failing to fund training, testing, 
dependency mapping, or cyber recovery.

Common examples of overengineering include:
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● Multi-region deployment for temporary 
development systems.

● Premium replication for archival data with low 
recovery urgency.

● Maintaining permanently active recovery capacity 
when rapid redeployment would be sufficient.

● Applying near-zero RPO targets without verified 
business justification.

● Duplicating platform services without clear 
ownership or operational capability.

Technical sophistication does not automatically create 
business value. A complex architecture that cannot be 
operated, tested, or funded over time may reduce 
resilience rather than improve it.

Avoiding the Cost of Underengineering
Underengineering creates the opposite risk. The 
organisation may select low-cost recovery options 
without recognising the financial consequences of 
extended disruption. Examples include:

● Depending on backup without validating 
restoration.

● Using manual recovery for business-critical 
services.

● Protecting data but not infrastructure 
configuration.

● Relying on a single administrative identity model.
● Excluding third-party dependencies from 

continuity planning.
● Assuming that cloud services are automatically 

resilient.
● Setting RTO and RPO targets without funding the 

architecture required to achieve them.
In these cases, the organisation appears to save money 
until an incident occurs. The deferred cost is then paid 
through emergency recovery, lost business, and 
reputational damage.

CapEx, OpEx and Cloud Resilience
Traditional datacentre resilience often required 
significant capital expenditure. Organisations purchased 
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duplicate hardware, secondary facilities, spare capacity, 
backup appliances, network infrastructure, and long-
term maintenance contracts. Cloud platforms change 
this economic model.

Azure enables more flexible approaches, including:

● Consumption-based recovery environments.
● Automated deployment of infrastructure when 

required.
● Replication without maintaining identical physical 

datacentres.
● Tiered storage for long-term backup retention.
● Temporary test environments.
● Managed platform resilience.
● Centralised monitoring and governance.

However, cloud does not make resilience free. Poorly 
governed replication, unused standby resources, 
excessive log retention, duplicated network appliances, 
and uncontrolled test environments can create 
substantial operating cost. FinOps and resilience 
governance must therefore work together.

Active-Active Versus Active-Passive Economics
A major architectural decision involves whether 
secondary capacity remains continuously active. Active-
Active Architecture Both environments serve production 
traffic.

Potential advantages include:

● Very low recovery time.
● Continuous capacity utilisation.
● Reduced dependency on emergency activation.
● Improved geographic performance.

Potential economic considerations include:

● Higher infrastructure and operational cost.
● Greater data consistency complexity.
● More complex testing and deployment.
● Increased application design requirements.
● Additional monitoring and support.
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Active-Passive Architecture The secondary environment 
remains inactive or operates at reduced capacity until 
needed. Potential advantages include:

● Lower steady-state cost.
● Simpler application architecture.
● Easier financial justification for many workloads.

Potential economic considerations include:

● Longer activation time.
● Recovery automation requirements.
● Potential capacity shortfalls during failover.
● Greater dependency on tested operational 

procedures.
Neither pattern is universally superior. The correct 
decision depends on business impact, workload design, 
recovery objectives, and operational maturity.

Pilot Light, Warm Standby and Hot Standby
The recovery environment can also be described 
through levels of readiness.

Recovery Model Description Cost Recovery Speed

Backup and 
Rebuild

Infrastructure is 
recreated after 
an incident

Lowest Slowest

Pilot Light
Core services 
remain available 
at minimal scale

Low to Moderate Moderate

Warm Standby

Reduced-
capacity 
environment 
remains 
operational

Moderate to 
High

Fast

Hot Standby

Full or near-full 
secondary 
environment is 
ready

High Very Fast
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Recovery Model Description Cost Recovery Speed

Active-Active

Multiple 
environments 
serve production 
continuously

Highest Near Immediate

Nordic Ventures Group selects the model per business 
service rather than applying one design across the 
enterprise.

The Value of Automation
Automation improves resilience while also changing its 
economics. Manual recovery requires experienced staff, 
detailed runbooks, extended coordination, and a high 
degree of human accuracy during stressful conditions. 
Infrastructure as Code and recovery orchestration 
reduce these dependencies.

Economic benefits include:

● Lower recovery labour cost.
● Reduced configuration errors.
● Faster recovery.
● Improved testing frequency.
● Less reliance on specific individuals.
● Repeatable deployment across multiple countries.
● Reduced time required to maintain recovery 

environments.
Automation requires initial investment, but it creates 
reusable organisational capability. The strongest return 
is often realised not during the first recovery event, but 
through every test, migration, environment rebuild, and 
operational change that follows.

The Cost of Testing
Testing consumes time, people, infrastructure, and 
management attention. For this reason, organisations 
sometimes reduce testing to save money. This is usually 
a false economy.

An untested recovery process may fail during the only 
event that truly matters. Testing cost should therefore 
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be viewed as a form of risk-reduction investment. Nordic 
Ventures Group includes the following in its resilience 
budget:

● Temporary recovery infrastructure.
● Engineering time.
● Business participation.
● Security validation.
● Executive exercises.
● Third-party involvement.
● Documentation updates.
● Corrective actions.
● Retesting.

The cost of the exercise is visible. The cost of 
discovering an untested dependency during a real 
outage is often much higher.

Cyber Recovery Economics
Cyber recovery introduces costs beyond traditional 
disaster recovery. The organisation may need:

● Isolated administrative processes.
● Additional backup protection.
● Separate recovery credentials.
● Clean-room environments.
● Forensic support.
● Malware validation.
● Secure communication channels.
● Extended retention of trusted recovery points.
● Dedicated recovery tooling.
● Specialist training.

These investments may appear expensive compared with 
ordinary backup. However, ransomware incidents 
frequently extend recovery because organisations 
cannot determine which systems, identities, or backups 
remain trustworthy. The economic value of cyber 
recovery comes from reducing uncertainty and 
shortening the time required to return to safe operation.
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Insurance Is Not a Recovery Strategy
Cyber insurance and business interruption insurance 
can reduce certain financial consequences. They cannot 
restore production, rebuild identity, recover data, 
communicate with customers, or maintain operational 
trust. Insurance should therefore be treated as a risk-
transfer mechanism rather than a substitute for 
resilience.

Insurers may also expect evidence of security and 
recovery controls, such as:

● Multi-factor authentication.
● Backup isolation.
● Recovery testing.
● Privileged access controls.
● Incident-response procedures.
● Business continuity planning.
● Security monitoring.

Strong resilience capabilities may support more 
favourable insurance discussions, but the organisation 
remains responsible for restoring the business.

Regulatory and Contractual Economics
Resilience investments may also be influenced by 
obligations that are not optional. Customer contracts, 
industry requirements, GDPR-related accountability, 
NIS2 obligations, internal policies, and supplier 
agreements may require the organisation to 
demonstrate continuity, security, incident management, 
and recovery capabilities. The economic analysis must 
therefore consider:

● The cost of failing contractual service 
commitments.

● Potential regulatory investigation and 
remediation.

● Required notification and legal support.
● Customer audit expectations.
● Supplier assurance requirements.
● Business lost because resilience expectations are 

not met.
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Azure provides capabilities that can support these 
requirements, but compliance depends on how the 
organisation governs, configures, operates, and 
documents its environment.

Resilience as a Commercial Advantage
Resilience should not be viewed only as defensive 
spending. It can create commercial value. Customers 
increasingly assess whether suppliers can continue 
delivering during cyber incidents, regional disruption, or 
supply-chain failure.

A credible resilience capability can therefore support:

● Enterprise sales.
● Customer retention.
● Supplier qualification.
● Strategic partnerships.
● Acquisition integration.
● Insurance negotiations.
● Regulatory confidence.
● Brand reputation.

For Nordic Ventures Group, resilience becomes part of 
the organisation’s market proposition. The ability to 
continue manufacturing and serving customers under 
adverse conditions strengthens competitive trust.

Funding Resilience as a Portfolio
Resilience should not be funded as a collection of 
disconnected technical projects. Nordic Ventures Group 
manages resilience as an enterprise investment 
portfolio. The portfolio includes:

● High-availability architecture.
● Backup modernisation.
● Disaster recovery.
● Cyber recovery.
● Network redundancy.
● Identity resilience.
● Factory continuity.
● Recovery automation.
● Testing and exercises.
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● Training and governance.
Each initiative is assessed according to:

● Risk reduction.
● Business value.
● Regulatory relevance.
● Cost.
● Dependency on other initiatives.
● Operational readiness.
● Time to benefit.

This portfolio approach enables executives to prioritise 
investment across the enterprise rather than funding 
whichever technical issue receives the most attention.

Executive Decision Framework
When evaluating a resilience investment, Nordic 
Ventures Group asks five questions.

● What business service is being protected?
The investment must be linked to a defined business 
capability.

● What disruption scenario does it address?
The organisation must understand whether the control 
reduces local failure, regional outage, cyber 
compromise, data loss, or operational dependency.

● What is the expected business impact without the 
investment?

This includes direct, indirect, regulatory, contractual, 
and reputational consequences.

● How much risk reduction does the investment 
provide?

The organisation should evaluate whether it reduces 
probability, impact, recovery time, data loss, or 
uncertainty.

● Can the capability be operated and tested?
An architecture that exceeds operational maturity may 
not deliver its expected value. This framework improves 
transparency and prevents resilience decisions from 
becoming purely technology-led.
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Measuring Return on Resilience
Traditional return-on-investment calculations focus on 
revenue generation or cost reduction. Resilience 
investments frequently produce value through avoided 
loss. This can be more difficult to demonstrate because a 
successful resilience capability may prevent an incident 
from becoming visible.

Nordic Ventures Group therefore evaluates return 
through multiple measures:

Value Measure Example

Reduced Expected Loss Lower estimated financial exposure

Reduced Recovery Time Faster restoration of critical services

Reduced Data Loss
Improved transaction and operational 
integrity

Lower Manual Effort Increased automation

Improved Test Success Higher recovery confidence

Reduced Insurance Exposure Stronger risk-control position

Improved Customer Confidence
Better assurance during commercial 
reviews

Reduced Architecture Complexity
Standardised enterprise recovery 
patterns

The purpose is not to claim that every avoided loss can 
be proven. It is to demonstrate that resilience 
investment produces measurable risk reduction and 
operational value.

Trusted Advisor Perspective
A Trusted Advisor does not recommend the most 
resilient architecture that technology can provide. The 
recommendation must reflect what the business needs, 
what the organisation can operate, and what the 
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financial model can sustain. The most important 
conversation is not:

“Which Azure service should we deploy?”

It is:

“What level of disruption can the business 
survive, and what investment is justified to 

reduce that exposure?”

This reframes resilience from a technical expense into a 
strategic decision about continuity, growth, and 
enterprise value.

Nordic Ventures Group Decision
Following its Business Impact Analysis, NVG discovered 
that several workloads had been assigned aggressive 
recovery objectives without financial justification. At the 
same time, two factory integration services had 
relatively weak recovery protection despite creating 
substantial production risk. The organisation adjusted 
its investment priorities.

Development and reporting environments moved toward 
lower-cost redeployment patterns based on 
Infrastructure as Code. Critical manufacturing 
integrations received improved replication, automation, 
dependency testing, and recovery ownership. The total 
resilience budget did not increase significantly. The 
value of the investment did.

By aligning protection with business impact, Nordic 
Ventures Group reduced unnecessary architecture while 
strengthening the services that mattered most.

KEY TAKEAWAYS

● Resilience is both a technical and financial 
decision.

● Downtime costs extend beyond lost revenue.
● RTO and RPO targets must be financially justified.
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● The final improvements in availability often 
require disproportionate investment.

● Workloads should receive protection according to 
business criticality.

● Overengineering and underengineering both 
create enterprise risk.

● Cloud changes the cost model but does not make 
resilience free.

● Automation improves recovery capability and 
economic efficiency.

● Testing is an investment in risk reduction.
● Insurance transfers some financial risk but does 

not restore the business.
● Resilience can create commercial and strategic 

value.
● Executive decisions should balance impact, 

probability, cost, and operational maturity.

REFLECTION QUESTIONS

● Does your organisation understand the financial 
impact of one hour of downtime for its most 
critical services?

● Are RTO and RPO targets based on Business 
Impact Analysis or technical preference?

● Which workloads may currently be 
overengineered?

● Which business-critical services may be 
underprotected?

● Does the resilience budget include testing, 
automation, training, and corrective actions?

● Can leadership explain the risk reduction created 
by each major resilience investment?

● Are cloud recovery costs continuously governed 
through FinOps practices?

● Could resilience capabilities strengthen customer 
confidence or commercial opportunities?
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BUSINESS CONTINUITY OPERATING MODEL

Turning Resilience into Clear Accountability

“Technology can recover systems. Only an 
operating model can recover the business.”

Resilience Requires Ownership
A technically sound recovery architecture can still fail if 
responsibilities are unclear. During a major disruption, 
organisations do not have time to determine who owns 
the decision, who authorises failover, who communicates 
with customers, or who confirms that a restored service 
is safe to use. These responsibilities must be defined 
before an incident occurs.

For Nordic Ventures Group, business continuity is 
governed through an enterprise operating model that 
connects:

● Executive leadership
● Business service ownership
● Cloud platform operations
● Cybersecurity
● Manufacturing
● Legal and compliance
● Communications
● Service management
● Third-party suppliers

The purpose of the operating model is not to create 
additional bureaucracy. It is to ensure that decisions can 
be made quickly, consistently, and with the appropriate 
level of authority.

Business Continuity Is Not an IT Department
Business continuity is often assigned to infrastructure or 
security teams because technology plays a central role 
in recovery. This creates a dangerous misunderstanding. 
Technology teams may restore applications, but they 
cannot independently determine:

● Whether a factory should continue operating.
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● Which customer commitments should receive 
priority.

● Whether a regulatory notification is required.
● Whether financial transactions can safely resume.
● Whether external communications should be 

issued.
● Whether the residual risk is acceptable.
● Whether a recovered service is operationally fit 

for use.
These are business decisions. Nordic Ventures Group 
therefore treats business continuity as a shared 
enterprise responsibility supported by technology rather 
than owned exclusively by it.

The Operating Model at a Glance
The NVG operating model is structured across four 
levels.

Level Primary Responsibility

Strategic
Define risk appetite, approve 
investment, and provide executive 
authority

Tactical
Coordinate continuity planning across 
business services and regions

Operational
Execute incident response, recovery, 
validation, and communication

Assurance
Test, measure, audit, and improve the 
resilience capability

Each level has clear decision rights and measurable 
responsibilities.

Strategic Governance
Executive leadership defines the level of disruption the 
organisation is prepared to tolerate. This includes 
approving:

● Enterprise resilience principles.
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● Business continuity policy.
● Recovery investment priorities.
● Critical service classifications.
● Risk acceptance decisions.
● Crisis escalation thresholds.
● Regulatory and contractual commitments.
● Major recovery strategy changes.

For Nordic Ventures Group, strategic oversight is 
provided through an executive resilience steering 
committee. Typical members include:

● Chief Executive Officer
● Chief Information Officer
● Chief Information Security Officer
● Chief Financial Officer
● Chief Operating Officer
● Head of Manufacturing
● General Counsel or Legal Director
● Head of Risk and Compliance
● Communications Director

The committee does not manage day-to-day recovery 
activities. Its role is to ensure that resilience aligns with 
enterprise strategy, business risk, and financial 
priorities.

Tactical Coordination
The tactical layer translates executive direction into 
coordinated plans. This level includes:

● Business continuity management.
● Enterprise architecture.
● Cloud platform leadership.
● Security operations leadership.
● Regional IT leadership.
● Application portfolio management.
● Manufacturing technology leadership.
● Service management.
● Risk and compliance.

The tactical layer maintains the connection between 
policy and execution. Its responsibilities include:
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● Defining recovery standards.
● Maintaining the critical service register.
● Reviewing RTO and RPO targets.
● Coordinating dependency mapping.
● Planning recovery exercises.
● Tracking corrective actions.
● Managing cross-service recovery dependencies.
● Escalating unresolved resilience risks.
● Preparing executive reporting.

This layer prevents individual teams from developing 
isolated recovery approaches that conflict with 
enterprise priorities.

Operational Execution
The operational layer activates during incidents and 
exercises. It includes the people responsible for:

● Detecting the disruption.
● Containing the impact.
● Investigating the cause.
● Activating recovery procedures.
● Rebuilding infrastructure.
● Restoring applications and data.
● Validating business functionality.
● Communicating progress.
● Returning services to normal operations.

Operational execution must follow established command 
structures rather than informal coordination. Without 
this discipline, teams may duplicate work, issue 
conflicting instructions, or restore systems in the wrong 
sequence.

Assurance and Continuous Improvement
The assurance layer determines whether the operating 
model remains effective. It reviews:

● Recovery test results.
● Actual RTO and RPO performance.
● Business continuity exercises.
● Open corrective actions.
● Audit findings.
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● Policy compliance.
● Supplier recovery evidence.
● Material architecture changes.
● Incident lessons learned.

This layer may include internal audit, risk management, 
compliance, architecture governance, and external 
assurance providers. The purpose is not merely to 
identify failures. It is to ensure that weaknesses are 
converted into measurable improvement.

The Incident Command Structure
During a major disruption, Nordic Ventures Group 
activates an incident command structure. The structure 
creates a single coordinated authority for recovery.

Executive Crisis Lead
The Executive Crisis Lead provides senior business 
authority. Responsibilities include:

● Approving major continuity decisions.
● Resolving conflicts between business priorities.
● Authorising significant financial or operational 

actions.
● Representing the incident at executive and board 

level.
● Approving external communication strategy.

Incident Commander
The Incident Commander coordinates the overall 
response. Responsibilities include:

● Establishing the incident structure.
● Setting operational priorities.
● Coordinating technical and business workstreams.
● Maintaining a common operational picture.
● Escalating decisions to executive leadership.
● Approving movement between response phases.

The Incident Commander should not perform detailed 
technical recovery work. The role requires coordination, 
prioritisation, and decision discipline.
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Technical Recovery Lead
The Technical Recovery Lead coordinates infrastructure, 
application, data, identity, and network recovery. 
Responsibilities include:

● Activating technical runbooks.
● Managing recovery sequencing.
● Coordinating technical teams.
● Tracking recovery milestones.
● Reporting technical risk and blockers.
● Confirming technical validation status.

Security Lead
The Security Lead determines whether systems and 
identities can be trusted. Responsibilities include:

● Investigating the scope of compromise.
● Containing attacker access.
● Preserving forensic evidence.
● Validating recovery points.
● Approving clean-room security gates.
● Monitoring restored systems for recurrence.

Business Continuity Lead
The Business Continuity Lead coordinates operational 
workarounds and business priorities. Responsibilities 
include:

● Assessing business impact.
● Activating continuity procedures.
● Coordinating service owners.
● Prioritising business recovery.
● Tracking operational workarounds.
● Preparing business status updates.

Business Service Ownership
Every critical service must have a named Business 
Service Owner. This role is different from the technical 
application owner. The Business Service Owner is 
accountable for the business outcome supported by the 
service.
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For example, the owner of a manufacturing planning 
service may be responsible for ensuring that production 
planning can continue — not merely that the application 
server is online. Responsibilities include:

● Approving service criticality.
● Defining business impact.
● Agreeing RTO and RPO targets.
● Participating in recovery exercises.
● Validating restored business functionality.
● Accepting temporary workarounds.
● Approving return to normal operations.
● Escalating unmet resilience requirements.

A service should not be declared recovered until the 
Business Service Owner confirms that essential business 
activities can be completed.

Technical Ownership
Technical ownership is distributed across multiple 
teams.

Technical Role Primary Accountability

Cloud Platform Team
Landing zones, subscriptions, policy, 
core platform recovery

Identity Team
Microsoft Entra ID, Active Directory, 
privileged access, emergency 
identities

Network Team
Connectivity, routing, DNS, firewalls, 
private access

Application Team
Application restoration and functional 
validation

Data Team
Database recovery, integrity, 
replication, and consistency

Security Operations
Threat investigation, containment, 
monitoring, and trust validation
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Technical Role Primary Accountability

Backup and Recovery Team
Recovery points, backup integrity, 
restoration execution

Workplace Team
End-user access, devices, and 
operational communication

Manufacturing Technology Team
Factory systems, edge platforms, and 
production continuity

These responsibilities should be documented in service 
records and recovery plans. Shared accountability must 
not become unclear accountability.

Decision Rights
A mature operating model defines who has authority to 
make specific decisions.

Decision Primary Authority

Declare a major incident
Incident Commander or delegated 
authority

Stop a production line
Manufacturing leadership with safety 
and business input

Activate regional failover
Incident Commander with service 
owner and technical approval

Activate cyber recovery environment
Security Lead and Technical Recovery 
Lead

Notify regulators Legal and Compliance

Communicate publicly
Communications Director with 
executive approval

Accept temporary data loss
Business Service Owner and executive 
risk authority
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Decision Primary Authority

Return restored service to production
Business Service Owner, Security 
Lead, and Technical Recovery Lead

Accept unresolved recovery risk Defined executive risk owner

These decision rights reduce delay and prevent 
unauthorised action during high-pressure events.

The Recovery Authority Matrix
A RACI model helps clarify responsibilities.

Activit
y

Execu
tive 
Lead

Incide
nt 
Comm
ande r

Busine
ss 
Owner

Techni
cal 
Lead

Securi
ty 
Lead

Legal/ 
Compli
ance

Comm
unica 
tions

Declare 
crisis

A R C I

Assess 
business 
impact

C A R C I

Contain 
cyber 
threat

I A C R C I

Activate 
recover
y

C A C R C I

Approve 
recover
y point

I A C R C I

Validate 
business 
service

I C A/R C I
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Activit
y

Execu
tive 
Lead
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nt 
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ss 
Owner

Techni
cal 
Lead

Securi
ty 
Lead

Legal/ 
Compli
ance

Comm
unica 
tions

Declare 
crisis

A R C I

Assess 
business 
impact

C A R C I

Contain 
cyber 
threat

I A C R C I

Notify 
regulat
or

I C I C A/R I

Issue 
external 
statemen
t

A C I C R

Return to 
productio
n

I C A R I

Accept residual 
risk

A/R C I

R means Responsible. A means Accountable. C means 
Consulted.

I means Informed. The matrix should be adapted to the 
organisation’s legal structure, regional obligations, and 
delegation model.

Crisis Communication
Poor communication can increase the impact of an 
otherwise manageable incident. Employees may follow 
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conflicting instructions. Customers may receive 
inconsistent information.

Suppliers may not understand operational priorities. 
Executives may make decisions using outdated data. 
Nordic Ventures Group therefore maintains a structured 
crisis communication model.

The model addresses:

● Internal employee communication.
● Executive reporting.
● Customer notification.
● Supplier coordination.
● Regulatory communication.
● Media response.
● Board communication.
● Post-incident communication.

Every message should be accurate, timely, and approved 
by the appropriate authority.

Communication Principles
During a crisis, NVG follows five communication 
principles.

Accuracy
Information must be verified before it is shared.

Consistency
All channels should communicate the same core facts.

Timeliness
Silence can create uncertainty and reputational damage.

Audience Relevance
Executives, employees, customers, regulators, and 
technical teams require different levels of detail.

Confidentiality
Sensitive security, legal, personal, and forensic 
information must be protected. These principles are 
especially important during cyber incidents, where 
incomplete information changes rapidly.
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Out-of-Band Communication
A sophisticated cyberattack may compromise ordinary 
communication platforms. Email, collaboration tools, 
identity services, or corporate devices may become 
unavailable or untrusted. Nordic Ventures Group 
therefore maintains secure out-of-band communication 
arrangements.

These may include:

● Preapproved emergency contact lists.
● Independent communication channels.
● Dedicated crisis bridges.
● Offline copies of key contact information.
● Alternative authentication methods.
● Procedures for verifying participant identity.
● Approved secure messaging methods.
● Regional escalation contacts.

Out-of-band communication must be tested regularly. A 
crisis channel that cannot be accessed during an identity 
outage provides little value.

Legal and Regulatory Coordination
Legal and compliance teams must be integrated into the 
response from the beginning. Their responsibilities may 
include:

● Determining notification obligations.
● Preserving legal privilege where applicable.
● Coordinating with law enforcement.
● Reviewing contractual commitments.
● Advising on evidence preservation.
● Assessing personal data exposure.
● Managing regulator communication.
● Supporting cyber insurance requirements.

For European operations, incident handling may involve 
GDPR, NIS2, national authorities, employment law, 
contractual requirements, and sector-specific 
obligations. Azure capabilities can support security, 
logging, resilience, and evidence collection, but legal 
compliance remains an organisational responsibility. 
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Notification decisions should always be made with 
qualified legal and compliance guidance.

Manufacturing Continuity Leadership
Factory incidents require specialised operational 
authority. During a disruption, manufacturing leadership 
may need to decide whether to:

● Continue production using local capabilities.
● Reduce production capacity.
● Switch to manual procedures.
● Isolate a factory from the enterprise network.
● Redirect production to another facility.
● Delay a production schedule.
● Stop equipment for safety reasons.
● Prioritise specific customer orders.

These decisions combine safety, quality, customer 
commitments, and technology risk. They cannot be made 
by IT teams alone. Nordic Ventures Group therefore 
includes manufacturing leadership directly in continuity 
governance and incident command.

Manual Workarounds
Not every business process requires immediate 
technical recovery. In some cases, temporary manual 
procedures can reduce business impact while systems 
are restored. Examples include:

● Manual production scheduling.
● Offline quality-control forms.
● Local inventory recording.
● Preapproved emergency purchasing procedures.
● Alternative supplier communication.
● Deferred synchronisation of transactions.
● Manual customer-order prioritisation.

However, manual workarounds also introduce risk. They 
may create:

● Data inconsistency.
● Duplicate transactions.
● Reduced control.
● Safety concerns.
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● Audit challenges.
● Processing backlogs.
● Human error.

Every workaround should therefore have:

● A defined owner.
● Clear activation criteria.
● A maximum operating duration.
● Required approval.
● Data reconciliation procedures.
● A controlled termination process.

Manual continuity is a temporary risk-management 
mechanism, not a permanent replacement for resilient 
systems.

Supplier and Third-Party Resilience
Nordic Ventures Group depends on external providers 
for logistics, telecommunications, cloud services, 
software, maintenance, security, and supply-chain 
operations. The organisation’s resilience is therefore 
limited by the resilience of its dependencies. Third-party 
governance includes:

● Contractual recovery commitments.
● Service-level agreements.
● Incident notification requirements.
● Evidence of continuity testing.
● Named escalation contacts.
● Data protection responsibilities.
● Exit and substitution plans.
● Recovery support obligations.
● Concentration-risk assessment.

A supplier’s marketing statement should not be treated 
as evidence of recoverability. Critical suppliers should 
provide credible assurance that their services can 
support NVG’s continuity objectives.

Shared Responsibility in Cloud Services
Using Microsoft Azure changes operational 
responsibilities but does not eliminate them. Microsoft is 
responsible for the resilience and operation of the cloud 
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infrastructure according to the relevant service model 
and published commitments. Nordic Ventures Group 
remains responsible for areas such as:

● Workload architecture.
● Data protection.
● Identity configuration.
● Access control.
● Application design.
● Recovery objectives.
● Business continuity planning.
● Testing.
● Operational response.
● Regulatory accountability.

The exact division of responsibility varies between 
Infrastructure as a Service, Platform as a Service, 
Software as a Service, and individual product 
capabilities. A Trusted Advisor ensures that every 
resilience requirement has an identified owner rather 
than assuming that the cloud provider manages it 
automatically.

Service Management Integration
Business continuity should integrate with normal 
service-management processes. This includes:

● Incident management.
● Major incident management.
● Problem management.
● Change management.
● Configuration management.
● Service-level management.
● Knowledge management.
● Capacity management.

During recovery, service management provides 
structure and evidence. It records:

● Incident status.
● Decisions.
● Changes.
● Recovery actions.
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● Business approvals.
● Communication.
● Known errors.
● Corrective actions.

After the incident, problem management ensures that 
root causes and systemic weaknesses are addressed.

Change Management During Recovery
Emergency recovery often requires rapid change. 
Firewall rules may need to be modified. Traffic may need 
to be redirected.

Infrastructure may need to be redeployed. Applications 
may need temporary configuration changes. Emergency 
change procedures must therefore balance speed with 
control.

Nordic Ventures Group requires that emergency 
changes include:

● A clear business justification.
● Named approval authority.
● Documented implementation steps.
● Security review where practical.
● Backout or remediation considerations.
● Post-implementation validation.
● Retrospective review.

Emergency conditions justify faster decisions. They do 
not justify undocumented decisions.

Configuration and Service Dependency Records
The operating model depends on accurate service 
information. For every critical business service, NVG 
maintains a resilience record containing:

● Business Service Owner.
● Technical owners.
● Criticality classification.
● RTO and RPO.
● Application dependencies.
● Data dependencies.
● Identity dependencies.
● Network dependencies.
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● Supplier dependencies.
● Backup and recovery method.
● Recovery sequence.
● Manual workarounds.
● Communication requirements.
● Last test date.
● Open corrective actions.

These records should be maintained as part of service 
ownership, not created only for annual audits.

Regional Coordination
Nordic Ventures Group operates across fourteen 
countries. A major incident may affect regions 
differently. Local teams may face:

● National regulatory requirements.
● Language differences.
● Regional customers.
● Local suppliers.
● Different operating hours.
● Country-specific communications.
● Local manufacturing conditions.

The enterprise operating model therefore combines 
central coordination with regional execution. Central 
leadership provides:

● Common policy.
● Incident command.
● Security direction.
● Recovery priorities.
● Executive communication.
● Cross-country coordination.

Regional teams provide:

● Local business impact assessment.
● National regulatory input.
● Employee communication.
● Supplier coordination.
● Local operational execution.
● Escalation of country-specific risks.

The Azure Trusted Advisor 296



THE AZURE TRUSTED ADVISOR | PART V — RESILIENCE, MIGRATION & MODERNISATION

This federated model supports consistency without 
ignoring local realities.

Escalation Thresholds
Not every incident requires full crisis activation. Nordic 
Ventures Group defines escalation thresholds based on 
factors such as:

● Number of affected users.
● Duration of disruption.
● Number of countries affected.
● Factory impact.
● Safety implications.
● Data compromise.
● Customer impact.
● Regulatory exposure.
● Media interest.
● Financial loss.
● Availability of recovery options.

An incident may be escalated from normal operations to:

● Major Incident
● Business Continuity Event
● Cyber Crisis
● Enterprise Crisis

Clear thresholds prevent both overreaction and delayed 
escalation.

Business Continuity Lifecycle
The NVG operating model follows a continuous lifecycle.

Understand — Identify critical services, business impact, 
dependencies, and obligations. Design — Define 
architecture, continuity strategies, roles, and recovery 
objectives.

Implement — Deploy technical controls, procedures, 
automation, and communication plans. Exercise — Test 
people, technology, suppliers, and decision-making.

Respond — Activate incident command, containment, 
continuity, and recovery. Improve — Review results, 
fund corrective actions, and update the operating model.
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This lifecycle keeps business continuity aligned with 
changing business and technology conditions.

Operating Model Metrics
The effectiveness of the operating model is measured 
through both technical and organisational indicators.

Metric Purpose

Critical Services with Named Owners Measures accountability coverage

Services with Approved RTO and RPO Measures planning maturity

Recovery Plans Tested on Schedule Measures readiness

Corrective Actions Closed on Time Measures continuous improvement

Crisis Roles with Trained Alternates Measures personnel resilience

Supplier Assurance Coverage Measures third-party readiness

Time to Activate Incident Command Measures coordination speed

Time to Establish Business Priorities Measures decision effectiveness

Communication Timeliness Measures stakeholder coordination

Business Validation Completion Measures true service recovery

These metrics give executive leadership visibility into 
whether the operating model is functioning — not 
merely whether technology is available.

Common Operating Model Failures

Undefined Authority
Teams understand their technical tasks but do not know 
who can authorise failover or accept risk.
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IT-Only Planning
Business, legal, manufacturing, communications, and 
supplier teams are excluded.

Single Points of Human Dependency
Only one person understands a critical recovery process.

Outdated Contact Lists
Crisis contacts are unavailable when required.

Unclear Service Ownership
Applications have technical owners but no accountable 
business owner.

Uncoordinated Communications
Different teams send conflicting messages.

Unfunded Corrective Actions
Exercise findings are documented but not resolved.

Supplier Assumptions
Third-party recovery capabilities are trusted without 
evidence.

Centralised Plans Without Regional Execution
Enterprise procedures fail to account for country-
specific realities. A mature operating model identifies 
and removes these weaknesses before a real disruption 
exposes them.

Trusted Advisor Perspective
A Trusted Advisor recognises that architecture is only 
one part of resilience. The most advanced recovery 
platform can still fail when:

● Nobody has authority to activate it.
● Business priorities are unclear.
● Recovery teams cannot communicate.
● Legal obligations are considered too late.
● Suppliers are unavailable.
● Business owners do not validate the restored 

service.
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● Executive leadership receives incomplete 
information.

The operating model connects technology with 
leadership. It transforms recovery from a set of 
technical tasks into a coordinated enterprise response.

NORDIC VENTURES GROUP LESSON

During an early tabletop exercise, Nordic Ventures 
Group discovered that the technical recovery process 
was well documented, but authority to activate it was 
unclear. The infrastructure team believed the 
application owner should approve regional failover. The 
application owner expected the CIO to decide.

The CIO expected the incident-management process to 
provide a recommendation. The delay continued while 
production risk increased. Following the exercise, NVG 
established explicit decision rights, delegated 
emergency authority, documented escalation thresholds, 
and introduced named alternates for every critical role.

No new technology was required. Yet the organisation’s 
ability to recover improved significantly. The lesson was 
clear:

Resilience depends as much on decision architecture as 
it does on cloud architecture.

KEY TAKEAWAYS

● Business continuity is an enterprise responsibility, 
not an IT-only function.

● Executive leadership must define risk appetite 
and decision authority.

● Every critical service requires both a business 
owner and technical owners.

● Incident command provides coordinated authority 
during disruption.

● Legal, communications, manufacturing, and 
supplier teams must be integrated.

● Decision rights should be documented before an 
incident.
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● Out-of-band communication is essential when 
primary platforms are compromised.

● Manual workarounds require governance and 
reconciliation.

● Cloud services operate under a shared-
responsibility model.

● Service management provides control, evidence, 
and continuous improvement.

● Regional operations require centralised 
coordination and local execution.

● A resilient operating model must be trained, 
exercised, measured, and continuously updated.

REFLECTION QUESTIONS

● Who has authority to declare an enterprise crisis 
in your organisation?

● Who can approve regional failover outside normal 
business hours?

● Does every critical business service have a named 
business owner?

● Can recovery teams communicate if corporate 
identity and collaboration platforms are 
unavailable?

● Are legal, compliance, communications, and 
manufacturing leaders included in continuity 
exercises?

● Are third-party recovery commitments supported 
by evidence?

● Does the organisation have trained alternates for 
every critical crisis role?

● Who accepts residual risk before a restored 
service returns to production?

● Are regional and country-specific requirements 
included in the operating model?

● Are exercise findings funded and tracked until 
closure?

Nordic Ventures Group now has the architectural 
capabilities, economic model, recovery procedures, and 
organisational accountability required to establish 
enterprise resilience. The final sections of Chapter 14 
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consolidate these decisions into ADR-014, summarise 
the transformation through the Nordic Ventures Group 
Lesson, and provide the chapter’s final executive 
takeaways and reflection questions. Together, these 
elements reinforce the central message of the chapter:

Business continuity is not achieved when infrastructure 
is restored. It is achieved when the organisation can 
make trusted decisions, resume critical operations, and 
continue delivering value under pressure.

CHAPTER CONCLUSION

Nordic Ventures Group’s resilience programme 
demonstrates that business continuity is an enterprise 
capability built from architecture, operating discipline, 
governance, and leadership. Availability zones, backup, 
replication, monitoring, and recovery automation 
provide essential technical mechanisms, but they deliver 
value only when aligned with business impact, tested 
recovery objectives, trustworthy identities, and clear 
decision authority.

The outcome is not a promise that failures will never 
occur. It is a demonstrable ability to contain disruption, 
recover trusted services, protect manufacturing 
operations, and continue delivering value across Europe.

ARCHITECTURE DECISION RECORD

ADR-015: Adopt an Enterprise Resilience and Recovery Operating 
Model

Context
NVG requires a consistent resilience model across 
fourteen countries, five factories, cloud workloads, SaaS 
services, and legacy systems. Fragmented recovery 
practices cannot provide predictable business continuity 
or trusted cyber recovery.

Decision
NVG will adopt a tiered enterprise resilience model 
based on business impact analysis, agreed RTO and RPO 

The Azure Trusted Advisor 302



THE AZURE TRUSTED ADVISOR | PART V — RESILIENCE, MIGRATION & MODERNISATION

targets, workload-specific high availability and disaster 
recovery, immutable backup protection, isolated cyber 
recovery, Infrastructure as Code, regular exercises, and 
an executive business continuity operating model.

Positive Consequences
● Recovery investment aligns with critical business 

services.
● Recovery becomes testable, measurable, and 

repeatable.
● Cyber recovery is separated from ordinary 

infrastructure restoration.
● Business and technology teams share clear 

decision rights.
● Factory continuity and regional coordination are 

integrated into the enterprise model.

Trade-offs
● Higher architecture and operational complexity 

for critical workloads.
● Ongoing cost for testing, standby capacity, 

retention, and training.
● Recovery objectives require continuous review as 

services and dependencies change.

REFERENCES

● Microsoft Azure Well-Architected Framework - 
Reliability. https://learn.microsoft.com/azure/well-

architected/reliability/
● Develop a disaster recovery plan for multi-region 

deployments.
https://learn.microsoft.com/azure/well-architected/
design-guides/disaster-recovery

● Azure reliability documentation. 
https://learn.microsoft.com/azure/reliability/

● Architecture strategies for defining reliability 
targets. https://learn.microsoft.com/azure/well-
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architected/reliability/metrics
● Cloud Adoption Framework for Microsoft. 

https://learn.microsoft.com/azure/cloud-adoption-

framework/
● NIST Cybersecurity Framework 2.0. 

https://www.nist.gov/cyberframework
● ISO 22301 - Business continuity management 

systems. https://www.iso.org/standard/75106.html

TRUSTED ADVISOR PRINCIPLE

A backup is not resilience.

Resilience is the tested ability to recover under 
pressure.

Recovery plans that have never been rehearsed 
are assumptions, not capabilities.

Segregated recovery identities protect the 
recovery itself from the incident that caused it.

The Trusted Advisor measures resilience in 
recovery time actually achieved, not recovery 

time promised in a slide.

Now that recovery is proven, one question 
inevitably follows: how do we move the 

workloads themselves without repeating history’s 
migration failures?
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